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Notes

0 CORTADO

© Copyright
This document is the intellectual property of ThinPrint AG. This document may be copied in whole or in
part, provided this Copyright notice is included in every copy.

® Registered trade marks
All hardware and software names mentioned in this document are the registered trademarks of their
respective companies or should be regarded as such.

Safety warning

All ThinPrint products are pure software solutions. Please note the safety warnings in the technical docu-
mentation from your hardware vendor and from the manufacturer of each device and component.

Before beginning installation, we recommend closing all windows and applications and deactivating any
virus scanner.

How to use this manual
The following conventions are used throughout this manual to represent recurring actions and text types.

Conventions

Note! Important tip, explanation, exception
SMALL CAPS Menu, command, dialog panel, option
Italic “Name” Proper name, emphasis, variable
Courier Keyboard input

- Consecutive menu or command

| Enumeration, head note

Example Example

- Procedural steps
1.
2.

Page 5 Links
www.cortado.com
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Cortado Corporate Server for BlackBerry 0

Cortado Corporate lets users have information available at any time and at any place,
all via their BlackBerry smartphone. So they can view, copy and paste, print and fax
documents on the spot!

Cortado Corporate highlights

Copy and view files. Users can copy files from their corporate network to their
BlackBerry smartphone or vice versa. They can view documents stored on their
corporate network and can even use their BlackBerry smartphone as a memory
stick.

“Save As” will store e-mail attachments to network drives. This provides easy
document access for others or a simple way to follow documentation require-
ments of the user.

“Send as e-mail” will retrieve documents from the network. Users simply pick
afile via the Cortado Corporate Server on the network drive, click SEND AS E-MAIL
and the file will be e-mailed to the contact of their choice.

Folders can be organized via cut, copy, paste, delete, rename and create func-
tions. While mobile, users save time and simply organize files and folders on
their company network via their BlackBerry smartphone without having a lap-
top with them.

Users can print any document in its original format. They can print to any Blue-
tooth-enabled or network printer in their company in original format or let the
Push Print functionality print their document automatically on their printer.
Faxes and Short Faxes can be sent with the BlackBerry smartphone. Users can
send e-mail attachments or any other document to fax machines or create faxes
directly on their BlackBerry smartphone.

Present documents from the BlackBerry smartphone on a computer screen with
Present-to-Screen. Users can hold presentations via their BlackBerry smart-
phone by transferring documents to a computer screen in a highly compressed
format.

Users can generate .pdf files on their smartphones and print, fax or e-mail these
documents.

Mobile access to company networks

The BlackBerry solution is the most reliable and approved mobile e-mail service. But
what do you do if you are out of the office and need information which is not in
e-mails but on the company server? With Cortado Corporate, users have access to all
network drives — just like from a normal workstation.
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lllus. 1  Cortado Corporate overview
Technology

Cortado Corporate Server is a client-server based solution, where the server compo-
nent is installed behind a firewall at the company site. The communication between
the clients! on the BlackBerry smartphones and the Cortado Corporate Server takes
place completely through the secure MDS (Mobile Data Service) channel. The Cor-
tado Corporate Server does not have any connection to the outside, just internal
server connections, to the mail server and BlackBerry Enterprise Server (BES) for
example.

The mobile access to the corporate network is realized through the Active Directory
without causing any changes or extensions. Cortado Corporate Server is an open and
scalable solution independent of the mail system offering not only access to the file
system but also output functionalities to required information: every document can
be displayed, printed, or even faxed. Another significant issue is the independence of
file format, CAD documents or any Office files — Word, Project or Visio for example —
are supported.

Cortado’s flexible output options are integrated seamlessly into the BlackBerry
menu structure and appear as an additional “Print” option. Print, fax and the
Present-to-Screen function can be started directly from here.

1 Cortado Explorer from version 3.6 or later
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Once the print option is selected, the document is loaded on the Cortado Corporate
Server and a print job is generated, compressed and sent as a data stream through
the secure MDS channel to the BlackBerry smartphone.

The document is printed in its original format. The highly compressed print job has
a much smaller data volume than the original file. The same compression is used by
the Cortado Presenter (Present-to-Screen).

By using the fax feature, the fax is sent directly from the Cortado Corporate Server,
no data is transferred back to the device.

Cortado Corporate Server uses the BlackBerry Enterprise Server architecture with
its outstanding security features. Print jobs are created by the server and sent
securely via the BES to the BlackBerry smartphone. Both servers are behind a fire-
wall. Another advantage is the innovative streaming technology. At no time is the
document itself or the complete print job on the BlackBerry smartphone. Even if the
device is lost or stolen, it is impossible to access the documents. Furthermore, only
Bluetooth printers to which the user has previously explicitly established a connec-
tion (“pairing”) are accepted. The encryption of the Bluetooth connection then corre-
sponds to the key length used for pairing.

The installation and initial configuration process

1. Install Cortado Corporate Server (Page 8)

2. Configure the basic settings of the Cortado Corporate Server (Page 11)

3. Configure your company’s mail server for e-mail forwarding to the Cortado Cor-
porate Server (Exchange: Page 18, Lotus Domino: Page 22, Novell Groupwise:

Page 24)
4. User configuration (see Configuration manual)

Mail server:

= E-mail forwarding to
2 Cortado Corporate Server
@

BlackBerry Enterprise Server

¥

BlackBerry:
Cortado Explorer

* Publishing Service
* Registration Service
* Mail Service

» Connection Service

lllus. 2  The Cortado Corporate components (Cortado Corporate Server can also be
installed on the BlackBerry Enterprise Server)



System requirements

The following are the operating system, software, and hardware requirements:

Operating system and software requirements
* Cortado Corporate Server:
Windows Server 2003 or R2 (32 bit) with Service Pack 2 or higher
* BlackBerry Enterprise Server: version 4.1 or higher
* SQL database of the BlackBerry Enterprise Server:
SQL server must be remotely configurable
* BlackBerry smartphones: firmware version 4.1 or higher; support of local files
with firmware version 4.2 or higher
Hardware: As suitable for the operating system (the amount of memory and the
number of processors depend on the number of Cortado Corporate users). Min-
imum requirements for the Cortado Corporate Server:
* |ntel Pentium/Celeron, AMD6/Athlon/Duron or compatible processor with
733 MHz, 1 GB RAM
» 2 GB of free space on hard drive for the Cortado Corporate Server

You can also install the Cortado Corporate Server on the BlackBerry Enterprise
Server, but not on a mail server or Domain Controller.

The server on which the Cortado Corporate Server is to be installed must be a
member of the same domain as the BES; the mail server must be a member of
this domain only if it is running MS Exchange.

As the allocation of the users’ network drives is carried out via DFS (Distributed
File System), this function should not be deactivated. Nevertheless you can find
out how to inhibit the file access for users in the configuration manual.

Please pay attention that the Cortado Corporate Server requires a Domain Con-
troller as well as users who are activated in the Active Directory, even when
using Novell Groupwise.

If a proxy server is being used in your BlackBerry infrastructure, this needs to
be transparent in some places for the installation of the Cortado Corporate
Server. This concerns the communication between the clients and the server on
its’ ports 81 (Client Communication Port) and 82 (Client Registration Port).
For how to proceed please see the relevant documentation.

Note! Please also inform yourself about installation requirements in the next
section, “Preparing to install Cortado Corporate Server”, before installing the
Cortado Corporate Server.
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Preparing to install Cortado Corporate Server

Activating group
policy

Fax

Cortado Corporate Server automatically carries out all actions on behalf of the Black-
Berry user in his user context. That's why the group policy LOG ON AS A BATCH JOB
must be activated for all domain users on the Cortado Corporate Server prior to
installing the software (START— SETTINGS— CONTROL PANEL— ADMINISTRATIVE
TooLs— LOCAL SECURITY PoLicy, see lllus. 3).
Furthermore the users need a User Principle Name (UPN).
IOl x|
File  Action View Help
e = | Em| X e R 2w
Security Settings olic ?
@ AE:DUFIt PUghEiBS .Crea:e global objects = potch ishighE 2=
- Local Polices [8¥] create permanent shared objects Local Secuiity Setting | Ewplain This Setting |
P8 Audit Ftohcy ) Dsbug programs - .
g ;l:z:i{tlshot:tﬁi’::;gnmsnt Deny access to this com.puter Fra. ai Log on a¢ & batch job
I:I Public Key Paolicies Dany logon 352 hatc.h b =
L L . Dsny log on as a service
[:l Suftwar? REStrIFtIDH Policies Deny Jog on lacally
.g 1P Security Policies on Local Computer @ipeny Iog on throiugh Termingl Ser R
Enable computer and user accoun 115 WPS
Force shutdawn From a remate sy }\ﬁ}E&cHﬂNGGEE%
Ganarate security audits !
impersunat: adcl‘:;nt afts; authen EB%LDE\ETT;%ESﬁaU
ncrease scheduling priority
(8] Load and uninad device d elect Users, Computers, or Groups ?
Luckpages in memory S=e-tl - Lomputers bt _Ill
Log on a5 & batch job Select this ohject type:
E_I:;:Zjdis;n';‘;d o IFUSEIZ;G:WD? or Builk-in security principals DObject Types.
Mole Firmware environr  olom IS lacatian:
Pean:’m wolume maintena Imydumaln e Locations
:’:::: zi;sgt‘:nfr;:;zma Enter the object names to select [eramples):
Remove computer from d - |2omain Users] Check Mames I
Rsp\ace a process level to
Restore files and director
Shut down the system
Synchrunizs \:I\rs:tury' ser MI LI ﬂl
Take awnership of files orormer T T %
\ |
lllus. 3  Cortado Corporate Server:
Adding Domain Users to the LOG ON AS A BATCH JOB policy
If the fax option is to be provided to users, Windows Fax Services (and a compatible
modem) must be installed on the Cortado Corporate Server.
Installation goal

With installation of Cortado Corporate Server all necessary license keys and applica-
tions will be installed. Additionally, the Cortado Corporate Services will be registered.

Installing Cortado Corporate Server

We recommend that you log on as domain administrator to the server which will be
setup as the Cortado Corporate Server. You can also log on as a domain user with
local administrator rights, but then you will not be able to use the Active Directory
options which are offered under the user management of the Configuration Assistant
(see Page 13). These are, however, just to make the configuration and user manage-
ment more convenient, and are not necessary to accomplish these tasks.
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In either case, you should bear in mind that the configuration and user manage-
ment can only be carried out with the user account which was used at installation.
1. Start the installation program by running Setup.exe, which can be found on the
product CD or downloaded from the Cortado website.
2. Confirm the “Welcome” window by clicking NEXT.
3. Read and accept the Cortado Corporate license agreement and click NEXT
(Mus. 4).

i'é“ Cortado Corporate Server ll

License Agreement .

Flease read the fallowing license agreement carefully. ‘

ThinPrint End User License Agreement (EULA)}
"Cottado Corporate Server

Important!

Please read the follovwing ThinPrint End User License Sgreement a3 well as the license
conditions for "Mictozoft Active Directory Application Mode Service Pack 1", "Microzoft MET
Framework 2.0", and "OpenCffice org” as enclosed in Appendix A-C (hereinatter jointly

referred to a5 "EULA") carefully hefore installation andfor use of the Software "Cortada
(Corporate Server” its possibly integrated add-on programs and any media, materisl, onling or
electronic documertstion (hereinafter joirtly referred to as "Software™) il

% T accapt the terms in the licerise agreement:

" 1 do not accept the erms in the license agreement

InstallShisld

= Racl [ Mext = I Cancel

lllus. 4  License agreement

4. Enter the CUSTOMER INFORMATION and proceed with NEXT.

5. In the next window (lllus. 5) you can designate the destination folder. Click
NEXT and the Cortado Corporate Server will be installed at
C:\Program Files\Cortado Corporate Server. If you prefer a different folder, click
CHANGE.

i'é" Cortado Corporate Server 1'

Destination Folder .

Click Mext to install to this Folder, or click Change to install to a different Folder, ‘

G Install Cortado Corporate Server to:

C:\Program Files\Cortado Corporate Server), change... |

InistallShield

Cancel

lllus. 5  Choose destination folder
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6. When you click INSTALL in the next window (lllus. 6), installation of the Cortado
Corporate components will begin.

i'-‘a Cortado Corporate Server ll

Ready to Install the Program .
The wizard is ready to begin installation, c

Click Install ko begin the installation.

If you want ko review or change any of vour installation settings, click Back, Click Cancel to
exit the wizard,

InstallShield

Cancel

lllus. 6  Begin installation

7. Click FINIsH (Illus. 7) to complete installation and start the initial configuration.

i@ Cortado Corporate Server x|

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Cortado
Corporate Server, Click Finish ko exit the wizard,

The Configuration Assistant must be run in order to
successfully complete the installation. The assistant will help
wou to configure Corkado Corporate Server - Primary
Server,

Cortado Corporate

[¥ Launch the Configuration Assistant.

n4.0

Cancel

lllus. 7 Finish installation

Installation results  The installation program installed all necessary demo license keys. The Cortado Cor-
porate services are registered and started, but not yet configured. Additionally, the
following programs have been installed — if necessary:

* ThinPrint License Manager

* MSXML 6.0 SP1

* Microsoft .NET Framework 2.0 SP1

* Java 2 Standard Edition Runtime Environment 6.0 Update 12
* OpenOffice.org 3.0.0

« Active Directory Application Mode (ADAM)

* Microsoft Internet Information Services 6
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Note! The evaluation period of the installed demo license keys elapses after
30 days. If you want to use Cortado Corporate Server furthermore please pur-
chase and activate the software within this period. Full particulars can be
found in the chapter “License activation” in the Configuration manual.

Configuring the Cortado Corporate Server

After installing Cortado Corporate Server, the Configuration Assistant automatically
opens to guide you through the initial configuration. You can change the settings
entered here at any time by running the Configuration Assistant again (START— PRO-
GRAMS— CORTADO CORPORATE SERVER— CONFIGURATION ASSISTANT).

Initial configuration goal

With the initial configuration the following settings are specified:
m Prepare the e-mail forwarding between the mail server and the Cortado Corpo-
rate Server
m Define the path to the storage for Cortado Corporate user directories

In a standard configuration, you can carry over all the settings entered into the con-
figuration assistant and confirm each with NEXT.

Connection settings

After you have confirmed the Welcome window with NEXT the connection settings
open (CONNECTIONS, lllus. 8)
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Gturtado Corporate Server - Configuration Assistant 5[

» Connections . CORTADO

The Business Class of Mobile Services

— Cannection settings

Clients will connect ta the Cortado Corporate Server using specific TCP ports o this computer. The part numbers displaved below are
recommended. In case of conflicts, enter other, suitable port numbers.

URL of the Cortado Corparate Server:
Ihttp:NEESU'I Client communication port; I a1

Clignt registration port; I 82

[ E-mail settings

Enter the IP address or the hosthame of your corporate mail server to IP address or hostname of the corporate mail server:
enable the sending of e-mail from the Cortado Corporate Server,
Select the primary mail gerver if you have more than one.

IexchangEUT .mydomain.com

To receive e-mailz from the corporate mail server a vitual e-mail Wirtual e-mail domain [e. g. “cortado. lacal"):
domain iz needed. This domain must be set up as SMTP connectar
in Microzoft Exchange or az Foreign SMTP Diomain in Lotus Domino
or az route in Novell Groupwize Intemet Agent far SMTP.

Iculladu.lucal

Product information. < Back. I Mext » I Cancel

lllus. 8  Connection settings

— Under CONNECTION SETTINGS (lllus. 8, top) enter the URL of the Cortado Corpo-
rate Server. Please note that the URL of the Cortado Corporate Server must be
reachable from the BES. The offered URL can be accepted. Furthermore the fol-
lowing TCP ports are required:

e CLIENT COMMUNICATION PORT:
The default port for connections from the BlackBerry devices to the Cortado
Corporate Server is 81.

e CLIENT REGISTRATION PORT:
The default port that the BlackBerry devices use to register with the Cortado
Corporate Server is 82.

If these port numbers are occupied by other applications select different ones.
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— Under E-MAIL SETTINGS (lllus. 8, bottom), enter the IP address or host name of
your primary corporate mail server.

— As VIRTUAL E-MAIL DOMAIN enter the address of the SMTP connector (Microsoft
Exchange) or the name of the SMTP Foreign Domain (Lotus Domino) that you
will create on the mail server after the initial configuration of the Cortado Cor-
porate Server (arbitrary; suggestion: cortado.local; see ,Configuring the mail
server”, Page 18; for further Novell Groupwise information see Page 24).

— Click NEXT to continue.

User management

Gturtado Corporate Server - Configuration Assistant 5[

» User Management CORTADO

The Business Class of Mobile Services

 User storage

Each uzer has his own Cortado directory (local directary for document storage]. These directories are subdirectories of the user storage:

|E:\U zer Storage Select. |

~Active Directony seftings

To simplify the administration of the Cortado Corporate Server Professional two additional options are provided. 'Use multi-selection
feature' allows the selection of several uzers simultanecusly. "Use advanced find options'' enhances the seaich options.

¥ Uze multi-zelection feature

¥ Use advanced find aptions

Product information. < Back. | Cancel |

lllus. 9  User management settings

— If you do not want to change any of these optional settings, click NEXT.

— Otherwise set the path to the USER STORAGE, the root directory of the Cortado
Corporate Server. The user directories are located therein (default: c:\User
Storage)z. In these directories are the folder “My Documents” as well as the
links for shared folders on the company network located (see “Drive-access con-
figuration” in the Configuration manual).

We recommend activating the multi-selection feature and the convenient search
function (USE ADVANCED FIND OPTIONS)3 under ACTIVE DIRECTORY, so that later user
configuration is significant simplified (see chapter “User configuration” in the config-
uration manual).

2 In the User Storage each user can only see her or his own directory.
3 These options are only available if Cortado Corporate Server is installed and configured by a
domain administrator.



Configuring the Cortado Corporate Server 0

The option USE MULTI-SELECTION FEATURE allows you to edit multiple users at the
same time in the user management of the Cortado Corporate configuration console
(see “User management” in the Configuration manual).

Note! Enabling the USE MULTI-SELECTION FEATURE option will effect a change
of the “adminMultiselectPropertyPages” attribute in your company’s Active
Directory.

Activating the function USE ADVANCED FIND OPTIONS allows you to also display the Cor-
tado Corporate tab, where diverse user settings can be adjusted, in the local user
search in the domain.

Note! Enabling the USE ADVANCED FIND OPTIONS changes the “adminProper-
tyPages” attribute in your company’s Active Directory.

— When you click NEXT, the selected settings for initial configuration will be dis-
played (lllus. 10).

Qturtado Corporate Server - Configuration Assistant il

» Summary CORTADO

The Business Class of Mobile Services

Once you have checked the gettings and information below, clhick "'Proceed'.

Connections
Client communication port, il
Client registration port: 82
Cortado Corporate Server URL: http://CCS01
Corporate mail server: exchangel1.mpdomain.com
User Management
Path to user storage: C:AUser Storage
Use multi-selection feature: Yes
Use advanced find options: ‘Yes
Product information.. < Back | Cancel |

lllus. 10 Initial configuration summary

— Verify the information. If everything is correct, click NEXT to continue. The ser-
vices will now be configured. Initial configuration is finished when a green
checkmark appears next to all the services (lllus. 11). If a red cross appears you
can double-click it to show an error description (also see “Abbreviations”,

Page 25).
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ortado Corporate Server - Coi Assistant

» Progress CORTADO

The Business Class of Mobile Services

Component | Status
@Aclive Directory Application Mods
\f) Publishing Service
\f) Connection Service
() Registration Service
Il Mail Service

Configuration finished
Configuration finished
Configuration finished
Configuring companet...

Pending.
Il Distributed File System Pending.
Il User management Pending...

Froduct information

< Back PBroceed I i Cancel I

lllus. 11 Components are being configured

— Click NExT. An information window with further instructions opens (lllus. 12).
Close the window.

Cortado Corporate Server - Configuration Assistant

» Next Steps CORTADO

The Business Class of Mobile Services

Congratulations. You have successfully zet up the Cortado Corporate Server. To complete the configuration wou will have to
fulfill the following steps:
1. Enable Sending of E-Mailz by Adding

- an SMTP Connector [Microsoft Exchange)
- a Foreigh SMTP Domain (Lotug Dominag)
- a oute in Movell Groupwise |nternet Agent for SMTR

Enter the chosen vitual e-mail domain.

Damain: Icnrladn local

Smart host:  [CCS08

2. Setup Cortado Device Configuration

Define the transfer mode of the device configuration settings.

3. Import Cortado Users

Open the Cortado Configuration Console to give users access to the Cortado Corporate Server,

Product information.. < Back I Cloge I Carncel

lllus. 12 Configuration finished
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Results of initial configuration

The initial configuration creates two user accounts, one printer, printer ports, and

folders in the installation directory (lllus. 14 to 17).
In detail:
m User accounts:

0' CORTADO

* A “virtual” user of the Publishing Service's web service: “BrowseUser”
e Virtual Registration Service account: “CortadoReg”

O computer Management 1Ol x|
=) Fle Action View Window Help | 1= =]

R

I Description

g Cormputer Management {Local) MHame I Full Name
Eﬂ System Tools mmmlstrator
@ Event Viewer BrnwseUsEr
g Shared Folders mCUrtadDReg kst
[=1-#%§ Local Users and Groups QGuest
’5 3 Users ILISR_WZKS.‘. Inkernet Guest Accaunt
1 Groups

b4 Performance Logs and Alert:

mIWAM_WZKS..‘ Launch 115 Process Account
QSUPPORLSS.‘. CN=Micrasoft Corparation. ..

£, Device Manager
[—]@ Starage

=R Removable Storage
Disk Defragmenter
Disk. Management

[]--& Services and Applications

e |

Built-in account Far administering the compute...

Browse user
Rengistration user

Built-in account For guest access ko the compu...
Built-in account For anonymous access to Inte...
Built-in account For Internet Information Servi..,
This is 5 wendor's account far the Help and Su...

lllus. 13 Local users added

m Printer ports (ThinPrint Port type4):

* “CortadoPort01"” to “CortadoPort05” (lllus. 14) — combined in a printer pool

¢ “PresentToScreenPortO1” to “PresentToScreenPort05” — combined in a

printer pool
m Printer:

* A printer has been installed for Present-to-Screen. It has been added to the

PresentToScreenPorts.

nﬁ] File  Action Wiew Favorites Window  Help

ISEIES

= | aE B ER|2mE| %

[:l Console Root Port Mame | Bandwidth | Protocol | Printer

% -print License Manager [E1ThinPort: 256000 TCR{IP
[=)- By Swstem E}PresentToScreenPortUl: 256000 TCPIIP Cartado Present-to-Screen
B8R ThinPrink (LOCALHOST) | B resent Tosereenporka: - 256000 TCPIP  Cortado Present-to-Screen
%PressntTUScreenPurtDS: 256000 TCR{IP Corkado Present-to-Screen
Licenses E}PresentToScreenPortm: 256000 TCR{IP Cortado Present-to-Screen
E}PresantTnScreenPnrtDS: 256000 TCR{IP Cortadn Present-to-Screen

%Curtadupurtﬂl: 256000 TCR{IP

E}CortadoPortUZ: 256000 TCR{IP

E}Cnrtadnpnrtﬂi: 286000 TCR{IP

%Curtadupurtﬂ‘h 256000 TCR{IP

E}CortadoPortUS: 256000 TCR{IP

lllus. 14 Printer ports added

m Folders:

* “User Storage” (lllus. 15): This directory is the Cortado Corporate Server’s
root directory; it's currently empty.
Once a user account has been activated for Cortado Corporate in the Config-
uration Console (or in the AD), s/he will get her or his own directory. The
folder “My Documents” as well as links to shared folders on the company net-

4 Printer ports of the .print Engine, which has been installed with the Cortado Corporate Server
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work are created in each user directory (see “Drive-access configuration” in
the Configuration manual). These links are listed as HOME DRIVES in the Cor-
tado Explorer on the BlackBerry smartphone.5

@ C:\User Storage

=10l x|
file Edit Yiew Favortes Tools  Help | " ‘
Folders x | [Name = [ Size | Type [ Date Modified [ attributes
El 4§ My Computer -

5 31 Floppy (A1)
2 % Lacal Disk {C:)
I3 Documents and Settings
1) Program Files
—— |t User Storage
15 WINDOWS
1) wmpub
b DVD Drive (D:)

lllus. 15 Cortado Corporate Server root directory (directly after initial configuration):
USER STORAGE

@ C:\User Storage _[Ofx

L

File Edt Wew Favorktes Tools Help

QBack - ) - (| 2 search [ Foiders | 1 0 X 9 | (-
Address [ /\User Storage

Folders

= Be
x | [ Mame = | size | Type 1
[E} Desktan A ([Syusert File Folder
) My Documents Couserz Fils Folder
Bl My Computer
4 3 Floppy (A2
E % Local Disk (C:)
|25 Documents and Settings
[ Program Files
[ ——

Storage
) 1) user 1@rmydomain, com
S
_—> () My Documents
(=1
(=R
=1
B () user2@rmydomain,com
(=
(23 My Dacuments
o
(1 WIHDOWS x| [« |

lllus. 16 USER STORAGE after entering users (example)

m The Cortado Registration Service has been set as a web service using TCP port
82 (default; see START— SETTINGS— CONTROL PANEL— ADMINISTRATIVE
TOOLS— INTERNET INFORMATION SERVICES (11IS) MANAGER, Illus. 17).

m The Cortado services ADAM, Publishing Service, Connection Service, and Mail
Service have been configured and started.

5 Please do never confuse: Each user can have a Home Folder in the Active Directory and a user
directory in the Cortado Corporate Server’'s User Storage.
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t Internet Information Services (IIS) Manager =101x]
¥g Fle Action Wiew ‘Window Help | I =] |
c= |m BB E2E 2 ) 50
?.5 Internet Information Services £ | ‘Web Service Extension | Stakus |
358 CORTADOOG (lacal computer) | 77 All Unknowin CGI Extensions Prahibited
_J Application Poals SF #ll Unknawn ISAPI Extensions Prahibited
] b S|tes. : Active Server Pages Prohibited
i) Web Service Extensions ASPLNET v2.0,50727 Prohibited
_.@ Cortado Allowed
Internet Data Connector Prohibited
Server Side Includes Prohibited
WebDAY Prohibited
4 | ] % Extended p, Standard

lllus. 17 Registration Service as the “Cortado” web service

Configuring the mail server

Configuring
an SMTP connector

Learn in this chapter how to set up the e-mail forwarding with Microsoft Exchange
(see below), Lotus Domino and Novell GroupWise. If you are using Lotus Domino,
skip the following section and continue reading on Page 22. Learn how to set up
e-mail forwarding with Novell Groupwise on Page 24.

Setting up e-mail forwarding with Microsoft Exchange

Cortado Corporate needs an e-mail forwarding from the mail server to the Cortado
Corporate Server. Exchange servers are linked to respective domains; e-mail forward-
ing is possible to foreign domains only. Both the Cortado Corporate Server and the
mail server are members of the same domain. Because the e-mails have to be for-
warded within this domain an additionally — not really existent — domain is necessary
(e.g., “cortado.local”).
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1. To do so, open the Microsoft Exchange System Manager
(START— PROGRAMS— MICROSOFT EXCHANGE— SYSTEM MANAGER).
2. Select CONNECTORS —» NEW— SMTP CONNECTOR (lllus. 18).

b systemvanager PRI
5‘5 File Action Wiew ‘Window Help |;|i|5|
& = & fm| |2

5’5 ThinPrink {Exchange) Connectors

3 Glabal Settings Name Type | Last Modified [

Recipients

{3 Administrative Groups
B First Administrative Group
Servers

_d Routing Groups

= 'cjﬂ First Routing Group

[ERg o
13 Members Rauting Group Connector,..
: (- Folders ﬁ SMTP Connectar... —
3 Tools - TCP =.400 Connector...

e P I 53 425 .40 Connector..,

Refresh

Dirsync Requestor...
Export List. ..

Dirsync Server...

Help

|creates a new object in this container, [ [

lllus. 18 Setting up a connector (example for Exchange 2003)

3. A new window opens (Illus. 19).

Properties
Address Space I Connected Routing Groups I Deliveny Restrictions I
Content Restictions | Delivery Options | Advanced | D etails |

General

; i_ Mame: IEortado Corporate 4

" Use DMS to route to each addiess zpace on this connector

_>G' Forward all mail through thiz connectar ta the following smart hasts
IcoltadoDB 4

Local bridgeheads:

Server I Yirkual Server I

_> Add... Remove |

[~ Do not allow public folder referrals

0K I Cancel | Apply Help

lllus. 19 E-mails will be forwarded to the Cortado Corporate Server
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4. Give the connector a name (for example, Cortado Corporate) (Illus. 19).

5. Enable FORWARD ALL MAIL THROUGH THIS CONNECTOR TO THE FOLLOWING SMART
HOSTS. Enter the address of the Cortado Corporate Server (IP address or host
name; example in lllus. 19).

6. Click ADD. A new window opens (lllus. 20). Select all relevant Exchange serv-

ers. Click OK.
Add Bridgehead
SMTP wirtual server instances:
| Server | irkual Server
_H'EXCHANGEM Default SMTP Virtual Server

Cancel Help

lllus. 20  Selecting Exchange server

7. Your Exchange server is displayed as a local bridgehead now (lllus. 21).

Cortado Corporate Properties e
_> Address Space I Connected Routing Groups I Delivery Restrictions I
Caontert Restrictions | Delivery Optiahz | Advanced | Dretailz |
General

) : Mame: ICDrtado Corporate

£ Usze DMS to route to each addiess space on this connector

% Fonward all mail through this connectar bo the following smart hosts

IcoﬂadoUB

Local bridgeheads:

Server | irtual Server |
_> EXCHANGED4 Default SMTP Virtual Server
Add... | Remove I

I Do not allow public falder referrals

0k I Cancel | Apply Help

lllus. 21 Connector properties entered
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8. Select the ADDRESS SPACE tab (top arrow in Illus. 21). Click AbD.
9. A new window opens (lllus. 22). Select SMTP and click OK.

Add Address Space HE

Select an address type:

[

lllus. 22 Specifying

_WI Cancel | Help | domain type

10. A new window opens (lllus. 23). Enter the not really existent e-mail domain
that you configured on the Cortado Corporate Server before “cortado.local” as
E-MAIL DOMAIN and click OK (e.g. “cortado.local”, see also lllus. 8). Click OK to
confirm.

Internet Address Space Properties HE

General I

ﬁ' a5 SMTP

E-mail domair: Icoltado.local ‘—
LCast: |1

Cancel Apply Help

lllus. 23 Entering the — not really existent — e-mail domain



G' CORTADO

Configuring the mail server

11. Click OK to confirm your settings (lllus. 24).

Properties ﬂ E
Content R estrictions I Delivery Options I Advanced I Details
General
Address Space | Connected Routing Groups I Delivery Festrictions

Create, modify, or remove an address gpace.

Type | Address | Cost |
SMTP cortado.local 1

Add... Podify... Bemove
— Connector scope

¢ Entire organization

 Routing group
[ Allow meszages to be relayed to these domaing

Cancel Apply Help

lllus. 24 Finishing connector configuration

12. The SMTP connector thus configured will now be listed under CONNECTORS
(Illus. 25).

J1=1E
TR

5:1 File Action Wiew Window  Help
¢ [BERB| 2

¥ Cortado (Exchange) Conneckors

=)

-3 Glol:.ua.l Settings Harne | Type | Last Modified |
L3 Recdipients $1cortado Corporate  SMTP Connector  07.03.2008 14:40
1 Servers
1 Conneckars

[+#-{_1 Folders

lllus. 25 Connector added

All e-mails to be printed will be automatically forwarded to the Cortado Corporate
Server — namely to the domain entered here.

Setting up e-mail forwarding with Lotus Domino

Creating a Foreign  During the printing process, the e-mails to be printed are forwarded — with control
SMTP Domain  information — to the Cortado Corporate Server via SMTP. This requires the setup of
an external e-mail domain, which forwards e-mails addressed to a not really existent
e-mail domain (“cortado.local”) to the Cortado Corporate Server (see also lllus. 8).
This ensures that “normal” e-mail traffic is not disrupted.
The Cortado Corporate Server components do not require direct access to the

users’ mailboxes.
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1. Start the Domino Administrator.

2. Select the CONFIGURATION tab.

3. Select MESSAGING— DOMAINS (lllus. 26, left arrow).
4. Click AbD DOMAIN now (right arrow).

// Eg{ ;:::;ging Add Domain ﬂ Edit Domain Delete Domain
2] Messaging Setlings Darnain |Next Darnain Diestination Server
’ Domains

Connectiors
Configurations
Intemet Sites
File |dentifications

lllus. 26 Adding a domain

5. The DOMAIN TYPE has to be a Foreign SMTP Domain (lllus. 27, rear window).
To do so, click the combo box in the relevant line (left arrow). In the window
that opens, select FOREIGN SMTP DOMAIN (right arrow).

Once you click OK, the FOREIGN SMTP DOMAIN is entered as the domain type.

@Save & Cloze ®Cance|

e ﬁ
Domain == -
i \_’j} i
Baszics I Restrictions | Mail Information I Calendar Information I Comments I Administration I
Select Keywords B
Damain type: " Fareign DomainJ;*W
Foreign domain name: a Forsign Domain
Daomain description: r Norr-adjacent Domain
P S Adjacent Domain
F 4l

00 Domain

Frelgn et ail Domain
Global Domain

lllus. 27 Creating the foreign SMTP domain

6. Go to the ROUTING tab (lllus. 28). As INTERNET DOMAIN enter “cortado.local” (left
arrow). As INTERNET HOST enter the IP address (or host name) of the Cortado
Corporate Server (right arrow). (See also lllus. 8.)

T 5ave and Close
B . o, -
DOMAIN = S ST

Internet Domain " cortadalogal 4 4— Domain name g

ar,

Internet host: " cortadalB h

Basics | Restrictions | Fiouting I Administration |

lllus. 28 Routing settings: Entering the — not really existent — e-mail domain and the
Cortado Corporate Server
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Adjusting the
Internet Agent

\

7. Once you click SAVE AND CLOSE (lllus. 28), the address of the Cortado Corporate
Server will appear under DESTINATION SERVER (lllus. 29).

ThinFrint's AdreBbuch
E Groups

=l Locations
People ¥ Foreign SMTP Dormain
> Server cortado.local

@Add Dormain ﬂ Edit Domain EaDelete Darmain

= [ = R
Dornain |Mest Domain Destination Server

v

cortada 06

=] Aggregate Directory Config
Certificates

Clusters
Configurations
Connections

Deny fccess Groups

=] Extemnal Domain Network i

lllus. 29 Foreign SMTP domain configured

All e-mails to be printed will be automatically forwarded to the Cortado Corporate
Server — namely to the Foreign SMTP Domain created here.

Setting up e-mail forwarding with Novell Groupwise

During the printing process, the e-mails to be printed are forwarded — with control
information — to the Cortado Corporate Server via SMTP. This requires the setup of
an external e-mail domain, which forwards e-mails addressed to a not really existent
e-mail domain (“cortado.local”) to the Cortado Corporate Server (see also Illus. 8).
This ensures that “normal” e-mail traffic is not disrupted.

This forwarding occurs by a route that must be added to the Groupwise Internet
Agent for SMTP. To do this, create the configuration file route.cfg (= text file) in the
home directory of the Internet Agent on the Groupwise Server (domain\wpgate\gwia).
Enter here the not really existent e-mail domain that you already set up previously on
the Cortado Corporate Server (for example, “cortado.local”, see lllus. 8). Add the IP
address (in brackets) or the host name of the Cortado Corporate Server to the domain
name, for example: cortado.local [192.168.1.5] .Make sure that the file
ends with a blank line and save it.

The e-mails to be printed are automatically forwarded to the Cortado Corporate
Server, namely to the domain entered here.

You have carried out an initial configuration of Cortado Corporate Server and set up
the e-mail forwarding between mail server and Cortado Corporate Server. Following
this, the device registration has to be prepared and the users have to be enabled for
Cortado Corporate. Further information about that can be found in the Configuration
Manual. If you want to deliver the configuration information by IT Policy to the Black-
Berry smartphones, then configurations on the BES need to be carried out (see Con-
figuration Manual).



AD

ADAM

BES

Bluetooth printing

CN
DC
DFS
DNS
GB
HTTP

s
IMEI
MB
MDS
MMC
ou
PIN
RAM
Reg PIN
RIM
SMTP
SP
SQL
TCP/IP
TP
UNC
UPN
URL

Customer service and technical support

www.cortado.com/support

support@cortado.com

Abbreviations

Active Directory

Active Directory Application Mode

BlackBerry Enterprise Server

Appendix

printing with mobile devices via a local interface like Bluetooth, infrared, or WLAN

(see “Local Printers” on client-side)

Common Name

Domain Controller/Domain Component
Distributed File System

Domain Name System

Gigabyte

Hypertext Transfer Protocol
Identification number
Internet Information Services

International Mobile Equipment Identity

Megabyte

Mobile Data Service (RIM)

Microsoft Management Console

Organizational Unit

Personal Identification Number

Random Access Memory

Registration PIN

Research in Motion

Simple Mail Transfer Protocol

Service Pack

Structured Query Language
Transport Control Protocol/Internet Protocol
ThinPrint

Universal Naming Convention

User Principle Name

Universal Resource Locator (Internet address)
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