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Data Protection Thanks to Mobile Device Management

RMD WasserstraBen GmbH uses Cortado Server for data-protection

compliant administration of its employees’ iPhones.

RMD Waterways is an indepen-
dent subsidiary of the Rhein-Main-
Donau company, responsible for
the construction of Germany’s Rhe-
in-Main-Danube canal. Since then,
the 130 highly-qualified employees
have concentrated on waterway
construction and flood protection
and have made the company one
of Europe’s leading companies in
these fields.

For RMD Waterways, the EU’s Gen-
eral Data Protection Regulation,
which came into force into 2018,

was an important date for which it
had to prepare. Up until then, some
employees worked with unmanaged
iPhones. This posed a significant
risk to data security.

It was now clear that a mobile
device management system was
needed to meet all the require-
ments associated with GDPR.

Richard Karmann from the Finance,
IT, Administration & Auditing de-
partment recalls: "As part of our
GDPR preparations, we looked at

three systems, including Mobil-
eIron and Cortado, and received
quotes. Additionally, we worked
closely with our data protection
and IT security colleagues”. A deci-
sion was made, and Cortado Serv-
er from Cortado Mobile Solutions
was selected. Richard Karmann:
“The Cortado solution fulfilled all of
our wishes. Additionally, a Cortado
consultant was at our side to an-
swer all our questions”.




In the meantime, 42 iOS devices
are in use at RMD Waterways. In
addition to project managers, it is
mainly IT staff, department heads,
and management who use the com-
pany’s own devices.

An important task is that together
with the data protection officer and
the IT security officer, the IT de-
partment decides which apps are
allowed on a whitelist and ultimately
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on the devices. These include apps
that are needed for work and on
construction sites, such as a weath-
er app, Adobe Reader, a petrol sta-
tion app, a mapping app, a flood app
and a news app for example. What
is also allowed is WhatsApp. In this
case, data protection compliance is
guaranteed because access to the
company’s Exchange contacts is
prevented using Cortado MDM for
WhatsApp.

“Before the implementation of the
MDM system, employees could in-
stall whatever they wanted,” recalls
Richard Karmann. This changed
when GDPR came into force. Ac-
cording to the IT expert, this was
no longer possible without the
danger of violating the new laws.
“There was an outcry from some as
some of their apps were gone, but
that couldn't be avoided.”

Now the IT department makes a
note of requested apps requests,
which are then checked by the data
protection officer. Richard Karmann
continued “Without this check, it’s
not possible if we wish to work in
compliance with the data protec-
tion law’.

“We're fully satisfied with the Corta-
do solution and enjoy working with
it. And with the support of Cortado,
we have managed the changeover
extremely well,” said Richard Kar-
mann.

Cortado Mobile Solutions creates enterprise mobility and file sharing solutions for compa-

nies, teams and freelancers.

Whether on premises or from the cloud — Cortado solutions consistently focus on improv-

ing the user’s productivity. At the same time, the security requirements of companies are

of the highest priority. Cortado Mobile Solutions follows the philosophy that the combina-

tion of working with native apps and the use of operating systems’ own security architec-

ture brings the highest levels of user acceptance.

Cortado solutions are developed and tested at its headquarters in Berlin. In addition to

the highly qualified consultants in Germany, we also have experts at our branch offices

in the USA, UK, Australia and Japan ensuring availability and support for all our global

customers.
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